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UNIFIED FABRIC: BENEFITS AND ARCHITECTURE OF VIRTUA L I/O

In today’s data center, applications are driving in creased demand for server processing and I/0, alla  t a time when budgets
are shrinking. To grow to meet demand, the data cen  ter manager is forced to deploy servers that come i n fixed packages and
prevent resources from being shared. This limitatio n duplicates, isolates, and wastes resources, incre  asing the network’s
overall complexity and cost. It also prevents data center architects from taking full advantage of the trend toward
commoditization in the server industry. In response , datacenter architects have begun making changest o consolidate and
share resources across multiple customers and appli cations. This enables utility computing, or the abi lity to dynamically
commission and decommission these shared resources.

Server 1/O architecture is one major architectaomhponent that can be shared in this manner. Tipieaconventional server today is deployed
with multiple network adapters that serve thread#® requirements: LAN/WAN, storage area netw(BKAN), and interprocess communications.
Servers can be deployed with multiple Ethernet ngtinterface cards (NICs), Fibre Channel hostdmepters (HBAS), and sometimes dedicated
clustering interconnects. For mission-critical aggtions such as databases, servers can requineerpansion slots. In a large data center,
managing these servers and their cables can leuttiind costly, hampering the ability to changécily to meet business demands.

INTRODUCING THE SERVER SWITCH

The Cisc8 Server Fabric Switch enables utility computingdsgmatically simplifying the data center architeetut creates a unified, “wire-once”
fabric that aggregates I/O and server resourceth Ve unified fabric, instead of servers havingqineables coming out of them, the server switch
connects every server with a single high-bandwildil;latency network cable (two cables for redurdnThis setup aggregates Ethernet, Fibre
Channel, and clustering interconnects into a 10sGbfiniBand cable. The server switch then connsetsers to a pool of shared Fibre Channel
and Ethernet ports over line-rate gateways andesedtual I/O subsystems on each host, inclugirtgal HBAs and virtual IP interfaces. Servers
can then share a centralized pool of Ethernet dme EEhannel ports that can be upgraded and serwitbout affecting running applications.
Similar to how a SAN creates a pool of shared g®that can be managed independently of the sethemsselves, virtual 1/0 creates an
independently managed pool of Fibre Channel andr&dt 1/0.

Aggregating the server’s I/O resources saves sigmif capital expense. Consolidating resources theeunified fabric eliminates costs of
underutilized Fibre Channel HBAs and NICs as welhasociated cabling complexity. Instead of beiegjghed to accommodate bandwidth peaks
using a dedicated switch port for each host, a ciattiéer can share remote Fibre Channel and Gig#iétrnet ports, enabling network designs based
on average load across multiple servers. This aa@ 8p to 50 percent of the cost of the I/O assediaith a server. Also, by eliminating multiple
adapters and local storage by introducing a sinigjle-bandwidth, low-latency connection, the siz¢hef server is driven only by CPU and memory
requirements. This often results in a reductiothisize and cost of the server as well as irpise, power, and cooling needs, resulting in
immediate return-on-investment savings of up t@éent.
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Figure 1. Unified Server Fabric
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Virtualizing I/O on the server also makes it pokstio aggregate multiple servers by changing sedestities rapidly based on time of day. By
simply changing the server-to-storage mapping®stor the server switch, physical machines cancbwiipidly between different operating
systems and applications. Everything unique abetreer is stored in the fabric, and the physiealer is simply another resource to be assigned.
This creates a new level of flexibility, becausesses are no longer tied to physical locationsngsiirtual I/0 in combination with Cisco VFrame
Server Fabric Virtualization Software, administratoan create business policies that repurposersapased on time of day, CPU or application
load, or other metrics.

Virtual I/O has two major components: (1) virtuBlihterfaces and an InfiniBand-to-Ethernet gatearay (2) virtual HBA and an InfiniBand-to-
Fibre Channel gateway. The administrator installéndiniBand driver package on the host that inelsidn IP-to-InfiniBand (IPolB) driver, SCSI
driver (called SCSI RDMA Protocol or SRP), and otR®MA protocols. The server uses the IP and SC8és to communicate through the
gateways, bridging IP subnets and allowing hostt®ss Fibre Channel-attached storage.

Virtual IP Interfaces

To allow servers to communicate directly with exigtlP servers, administrators create virtual ferifaces on InfiniBand-attached servers by
loading an IPolIB driver. Although the server may be physically connected directly to the LAN/WAiKjs interface can transparently
communicate to other Ethernet-attached hosts ubminfiniBand-to-Ethernet gateway.

IPoIB is used within the InfiniBand fabric for stéard IP-based communications as well as addrekspsolPolB is also translated across the
Ethernet gateway to IP over Ethernet (IPoE) to i®\tayer 2 bridging based on IP address (not MA@ress). IP addresses are lookup keys in the
forwarding tables, and IP addresses are used te foakarding decisions. Administrators create beidgoups for bridging between InfiniBand and
Ethernet subnets, which translates the IPoIB framéB0oE frames. A VLAN is mapped 1:1 to an Infiaigl P-Key, which provides similar VLAN
security. VLAN 802.1Q trunking is also supportetieTEthernet gateway presents its MAC address toekehop switch or router. The individual
MAC address of the host is not exposed. Thus, tihatsuse MAC addresses must use the alternaiesat ¢D. For example, to support Dynamic
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Host Configuration Protocol (DHCP) over the gatemthg DHCP server must use “client ID” as the idf@ntinstead of the MAC address (see
Figure 2).

Figure 2. Bridging IP from InfiniBand to Ethernet
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The InfiniBand-to-Ethernet gateway is based onigized chipsets that perform this bridging at tubugh line rate on all six Gigabit Ethernet
ports (Figure 3). The gateway has two distinct pédin data and control, a “slow path” PowerPC pssog, and a “fast path” hardware packet
processing engine. Based on this fast path, aesggeway is capable of sustaining 11 million 64pbickets per second. Similarly, multicast packet
processing is handled by the fast path by lookimgRito-InfiniBand multicast group mappings androfiag packet headers to InfiniBand multicast
addresses, which are also handled in hardwareiddsitforwarding performs at 8 million packets pecond per gateway, incurring negligible
latency (about 3 microseconds per 64-byte packaijticast joins and leaves are handled in the gatth. In comparison, software-based gateways
perform at lower levels of 200,000 packets per sdanith latency on the order of milliseconds.
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Figure 3. Cisco InfiniBand-to-Ethernet Gateway Architecture
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If link aggregation of the Ethernet ports is desite merge the Ethernet ports into one logical,llmkdge groups may also be associated with trunk
groups. Link groups can be configured to have or@x links or ports. All traffic is distributed tveeen the ports of the trunk group based on six
different distribution algorithms, including soufdestination IP, source/destination MAC, and RoRetin. If one link fails, the bandwidth of the
trunk group is reduced but traffic is unaffectenld avhen a link recovers, its bandwidth is restored.

Load balancing between discrete gateways and sgtishdone by assigning multiple bridge groups iettundancy groups. In redundancy groups
configured for failover, traffic is not passed cackup bridge groups. In redundancy groups confjémeload balancing, all bridge groups are
passing traffic. Otherwise, the two modes of openaare similar. Redundancy groups can be creatiumultiple gateways across multiple
chassis. Load distribution is conversation basebisbased on source/destination hardware addrassesource/destination IP addresses. Figure 4
describes how load balancing and VLAN-to-partitinappings work across Ethernet gateways.

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 4 of 8



Figure 4. InfiniBand-to-Ethernet Gateway Load Balancing
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To configure the IPoIB driver on the host, the auistrator configures an interface on the ibO aridgbrts on the HCA similar to how ethO and ethl
ports would be configured on an Ethernet NIC. Inux, the administrator configures it with ifconfend in Windows, the administrator can
configure the interfaces with the Device/driverldiain the Control Panel. The InfiniBand partitimnalso configured at this location. Using IPoIB,
existing IP-based applications and tools work usixigting sockets libraries. Networking diagnostmsls such as ping and traceroute work, and
server switches can integrate with existing netwoanagement tools such as CiscoWorks, Tivoli, Unige and Openview using Simple Network
Management Protocol (SNMP).

Virtual HBA
To transparently connect to Fibre Channel SANs,iatnators create virtual HBAs on each serverdading a storage driver on InfiniBand-

attached servers. Although the server may not hdviere Channel HBA, it appears directly attacteethe Fibre Channel network using the
InfiniBand-to-Fibre Channel gateway module.

Administrators run SRP for storage communicatioithivthe fabric. SRP is also translated to Fibha@nel Protocol (FCP) across the Fibre
Channel gateway to allow SRP initiators (hostgpatk to FCP targets (storage devices).

The combination of the SRP driver and the Fibrer@lehgateway allow InfiniBand-attached hosts toegpglirect-attached on the InfiniBand fabric
as NL-port attached devices using the 2-port Ftitannel gateway, or devices attached to a virttlndtrated loop. Using the 4-port Fibre Channel
gateway, the gateway ports appear as E-Ports.
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Every server can potentially share every Fibre @baport attached to the InfiniBand fabric. The tomation of the SRP driver and Fibre Channel
gateway create a talk-through model, creating gusnWorld-Wide Node Name (WWNN) for each host, anifjue World-Wide Port Names for
every Fibre Channel port the initiator is discodetterough.

To reduce much of this complexity, administrataas ase Cisco VFrame Server Fabric Virtualizatiofire to manage server access to pools of
Fibre Channel ports. This adds the option of cngaliibre Channel port pools. When a virtual segreup is assigned to a port pool, all of the
mappings are managed transparently to the user.

Fibre Channel sessions are then load-balancedsaitrese ports, allowing a server or group of sert@communicate to multiple storage targets
across multiple ports, effectively increasing aaalié aggregate bandwidth and breaking the 1:1 igntiat typically exists between a server and its
dedicated SAN port. To add more bandwidth, an addit hot-plug expansion module can be added tonthiéifabric server switch, and Fibre
Channel sessions can be dynamically load-balarcettiude the new gateway.

SUMMARY

By simplifying the server 1/O architecture to agiimhigh-speed pipe, the unified fabric enablesiéita center administrator to simplify the server
itself, reducing costs associated with underutliperts and management costs associated with gfarte This also simplifies the server itself,
allowing administrators to size hardware basechen@PU and memory, not the number of expansios.dloturn, this further enables the trend
toward server commoditization and in combinatiothv@isco’s VFrame technology, the foundation foietutility computing in the data center.
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